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Using KooCLI

Huawei Cloud Koo Command Line Interface (KooCLI, previously "HCloud CLI") is
designed to manage Huawei Cloud service APIs released on API Explorer. You can
use this tool to call the APIs of DEW in API Explorer to manage and use your DEW
resources. For details about KooCLI, see What Is KooCLI?

Installing KooCLI

Before you begin, you will need to install KooCLI. KooCLI is compatible with
Windows, Linux, and macOS. Install the tool of the corresponding version based
on the OS used by your machine.

e Installing KooCLI in Windows

e Installing KooCLlI in Linux

e Installing KooCLI in macOS

e Configuring and Using KooCLI in Docker

Initializing KooCLI

When KooCLlI is used to call APIs, you need to obtain the caller's identity
information for authentication. If you initialize KooCLI, your permanent AK/SK is
stored in the configuration file, so you do not need to enter the credentials each
time you call an APL.

Skip this step if you intend to pass authentication information directly in
commands instead of using the configuration file. For details, see Using KooCLI
in Non-configuration Mode.

The following uses Windows as an example to describe how to initialize KooCLI.
The steps on Linux and macOS are similar. Before the initialization, obtain the
AK/SK information. For details, see Access Keys.

Open the CLI.

2.  Run the following command to initialize the configuration:
hcloud configure init

3. Enter the parameter values as prompted.
Access Key ID [required]: // Mandatory. Enter the AK.
Secret Access Key [required]:  // Mandatory. Enter the SK. The system will anonymize the input.
Secret Access Key (again):  // Mandatory. Enter the SK again. The system will anonymize the input.
Region:  // Optional. Enter a region.
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The message "Initialization successful" is then displayed.

Generating and Executing a CLI Command

KooCLI supports two command generation methods:

Use API Explorer to quickly generate and obtain the CLI command for calling
an API. This method is recommended as it is more convenient.

Use CLI commands to query API operations and related parameters, and then
manually combine CLI commands to call APIs. For details, see Step 4: View
and Run Cloud Service Operation Commands.

The following uses the key creation API of DEW as an example to describe how to
generate a CLI command in API Explorer and then run the CLI command to call
the API.

1.

On the API Explorer of DEW, select the API for which you want to generate a
CLI command.

In the parameter configuration interface in the middle, enter the parameters
required to call the API.

In the pane on the right, click the CLI Example tab and view the generated
CLI command.

The following is an example of the CLI command for calling the key creation
API.

hcloud KMS CreateKey --cli-region="af-north-1" --key_alias="test"
Copy the generated CLI command and paste it into the CLI for execution.

The following is an example of the CLI command output for calling the key
creation API.

{
"key_info": {
"domain_id": "16e914a4f83a4c6badf06c24648cc146",
"key_id": "f4741526-617d-4d7b-b09e-59bdaf4092ea"
}
}
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CLI Command Reference

2.1 Managing Encryption Keys

2.1.1 CLI Command Reference

Key Lifecycle Management

APl Name Command Description Operation
Creating a Key hcloud KMS This API is used to Go debug
CreateKey create a CMK, which
can be symmetric or
asymmetric.
Enabling a Key hcloud KMS e Description: This Go debug
EnableKey APl is used to

enable a key. A key
can be used only
after it is enabled.

Disabling a Key hcloud KMS e Description: This Go debug
DisableKey APl is used to
disable a key. A
disabled key
cannot be used.
Scheduling Key hcloud KMS e Description: This Go debug
Deletion DeleteKey APl is used to

specify the number
of days after which
a key will be
deleted. It can be 7
to 1,096 days.
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DEK Management

APl Name Command Description Operation
Canceling hcloud KMS e Description: This Go debug
Scheduled Key CancelKeyDeletio APl is used to
Deletion n cancel the
scheduled deletion
of a key.
Modifying a Key hcloud KMS e Description: This Go debug
Alias UpdateKeyAlias command is used
to modify the alias
of a CMK.
Modifying Key hcloud KMS e Description: This Go debug
Description UpdateKeyDescrip APl is used to
tion modify the
description of a
CMK.
APl Name Command Description Operation
Generating a hcloud KMS e Description: Go debug
Random Number | CreateRandom
Creating a DEK hcloud KMS e Description: This Go debug
CreateDatakey APl is used to
create a DEK. The
returned result
contains plaintexts
and ciphertexts.
Creating a hcloud KMS e Description: This Go debug
Plaintext-free DEK | CreateDatakeyWi- APl is used to
thoutPlaintext create a DEK. The
returned result
only contains
ciphertexts.
Create a data key | hcloud KMS e Function: When Go debug
pair for rsa CreateRsaDatakey you create a data
algorithm. Pair key pair, there are

plaintext public key

and ciphertext
private key in the
output. Whether
the plaintext
private key is
returned is
determined on the
parameter.
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APl Name

Command

Description

Operation

Create a data key
pair for ec
algorithm.

hcloud KMS
CreateEcDatakey-
Pair

e Function: When
you create a data
key pair, there are
plaintext public key
and ciphertext
private key in the
output. Whether
the plaintext
private key is
returned is
determined on the
parameter.

Go debug

Creating a PIN

hcloud KMS
CreatePin

This API is used to
create a PIN, which is
used to create and
encrypt a DEK in the
level-4 cryptography
testing scenario.

Go debug

Encrypting a DEK

hcloud KMS
EncryptDatakey

e Description: This
APl is used to
encrypt a DEK by
using a specified
CMK.

Go debug

Decrypting a DEK

hcloud KMS
DecryptDatakey

e Description: This
APl is used to
decrypt a DEK by
using a specified
CMK.

Go debug

Key Import Management

APl Name

Command

Description

Operation

Obtaining Key
Import
Parameters

hcloud KMS
CreateParameters
Forlmport

e Description: This
APl is used to
obtain parameters
required for
importing a key,
including an import
token and a public
key.

Go debug

Importing Key
Materials

hcloud KMS
ImportKeyMateri-
al

e Description: This
API is used to
import key
materials.

Go debug
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APl Name

Command

Description

Operation

Deleting Key
Materials

hcloud KMS
DeletelmportedKe
yMaterial

e Description: This
APl is used to
delete key
materials.

Go debug

On-demand Key
Rotation

hcloud KMS
RotateOnDemand

This APl is used to
import key materials
for external keys. You
need to import the
key materials before
performing rotation.

Go debug

Key Authorization Management

APl Name

Command

Description

Operation

Creating a Grant

hcloud KMS
CreateGrant

e Description: This
APl is used to
create a grant. A
grantee can
perform operations
on a granted key.

Go debug

Revoking a Grant

hcloud KMS
CancelGrant

e Description: This
APl is used to
revoke the key
operation
permissions of a
grantee.

Go debug

Retiring a Grant

hcloud KMS
CancelSelfGrant

e Description: This
APl is used to retire
a grant. After a
grant is retired, the
grantee no longer
has the permission
to perform
operations on the
granted key.

Go debug

Querying the
Grant List

hcloud KMS
ListGrants

e Description: This
APl is used to
query the grant list
of a key.

Go debug

Querying
Retirable Grants

hcloud KMS
ListRetirableGrant
S

e Description: This
APl is used to
query grants that
can be retired.

Go debug
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Small-size Data Encryption and Decryption

APl Name Command Description Operation
Encrypting Data hcloud KMS e Description: This Go debug
EncryptData APl is used to
encrypt data by
using a specified
CMK.
Decrypting Data hcloud KMS e Description:This Go debug
DecryptData APl is used to
decrypt data.
Signature and Verification
APl Name Command Description Operation
Signing Data hcloud KMS Sign | e Description: This Go debug
APl is used to use
the private key of
an asymmetric key
to digitally sign a
message or digest.
Authenticating a hcloud KMS e Description: This Go debug
Signature ValidateSignature API uses the
private key of an
asymmetric key to
verify a signature.
Key Agreement
APl Name Command Description Operation
Deriving a Shared | hcloud KMS e Function: Derive a | Go debug
Key DeriveSharedSecr shared key.
et
Key Rotation Management
APl Name Command Description Operation
Enabling Key hcloud KMS e Description: This Go debug
Rotation EnableKeyRotatio APl is used to
n enable CMK
rotation.
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APl Name Command Description Operation
Disabling Key hcloud KMS e Description: This Go debug
Rotation DisableKeyRotatio APl is used to

n disable CMK
rotation.
Modifying the Key | hcloud KMS e Description: This Go debug
Rotation Interval | UpdateKeyRotatio APl is used to
ninterval modify CMK
rotation.
Querying Key hcloud KMS e Description: This Go debug
Rotation Status ShowKeyRotation- APl is used to
Status query CMK
rotation.

Key Tag Management

APl Name Command Description Operation
Querying Key hcloud KMS e Description: This Go debug
Instances ListKkmsByTags APl is used to

query a key

instance. You can
use tags to filter
and check CMK

details.
Querying Key hcloud KMS e Description: This Go debug
Tags ShowKmsTags APl is used to
query a key tag.
Adding Tags to a | hcloud KMS e Description: This Go debug
Key CreateKmsTag APl is used to add
a key tag.
Querying Project | hcloud KMS e This APl is used to | Go debug
Tags ListKkmsTags query the tags of a
user in a project.
Batch Adding or hcloud KMS e Description: This Go debug
Deleting Key Tags | BatchCreateKmsT API is used to add
ags or delete key tags
in batches.
Deleting Key Tags | hcloud KMS e Description: This Go debug
DeleteTag APl is used to

delete a key tag.
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Key Query

APl Name

Command

Description

Operation

Querying the Key
List

hcloud KMS
ListKeys

e Description: This
APl is used to
query all the keys
of a user.

Go debug

Querying Key
Details

hcloud KMS
ListKeyDetail

e Description: This

APl is used to
query the details
about a key.

Go debug

Querying a Public
Key

hcloud KMS
ShowPublicKey

e This APl is used to
query the public
key information of
a specified
asymmetric key.

Go debug

Querying the
Instance Quantity

hcloud KMS
ShowUserInstance
S

e Description: This
API is used to
query the number
of instances, that
is, the number of
CMKs created by a
user.

Go debug

Querying Quota

hcloud KMS
ShowUserQuotas

e Description: This
APl is used to
query quota,
including the total
number of CMKs
that can be created
by a user and the
current quota
usage.

Go debug

Key API Version Query

APl Name

Command

Description

Operation

Querying the
Version List

hcloud KMS
ShowVersions

e Description: This
API is used to
query the API
version list.

Go debug

Querying a
Version

hcloud KMS
ShowVersion

e Description: This
APl is used to
query a specified
API version.

Go debug
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Dedicated Keystore Management

APl Name Command Description Operation
Creating a hcloud KMS e "This APl is used to | Go debug
Dedicated CreateKeyStore create a dedicated
Keystore tenant keystore.
Keys are stored in a
Dedicated HSM
instance."
Obtaining the hcloud KMS This API is used to Go debug
Dedicated ListKeyStores query a user's
Keystore List dedicated keystore
list.
Obtaining a hcloud KMS This APl is used to Go debug
Dedicated ShowKeyStore obtain a dedicated
Keystore keystore.
Deleting a hcloud KMS This API is used to Go debug
Dedicated DeleteKeyStore delete a dedicated
Keystore keystore.
Enabling a hcloud KMS This APl is used to Go debug
Dedicated EnableKeyStore enable a dedicated
Keystore keystore.
Disabling a hcloud KMS This API is used to Go debug
Dedicated DisableKeyStore disable a dedicated
Keystore keystore.
Mutil-Region keys
APl Name Command Description Operation
Update the hcloud KMS Update the primary Go debug
primary region of | UpdatePrimaryRe- | region to which the
a key. gion key belongs. After the
changing, the current
region becomes a
replica region.
Replicating a key | hcloud KMS Replicating a key to a | Go debug
to a specified ReplicateKey specified region.
region
Querying the hcloud KMS Querying the regions | Go debug
regions supported | ListSupportRegion | supported by the
by the mutil- s mutil-region key
region key function.
function.
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Message Authentication Code

APl Name Command Description Operation
Generate Message | hcloud KMS This APl is used to Go debug
Authentication GenerateMac generate a message
Code authentication code.
Verify Message hcloud KMS This APl is used to Go debug
Authentication VerifyMac verify message
Code authentication code.
Alias Management
APl Name Command Description Operation
Associating Key hcloud KMS Associate an alias. Go debug
Alias AssociateAlias
Querying the hcloud KMS Obtain all aliases Go debug
Alias Associated ListAliases associated to a key.
with a Key
Creating a Key hcloud KMS Create an alias. Go debug
Alias CreateAlias
Deleting a Key hcloud KMS Delete an alias. Go debug
Alias DeleteAlias
Key Space
APl Name Command Description Operation
Creating an hcloud KMS This API is used to Go debug
Access Point CreateAccessPoint | create an access point.
Obtaining the hcloud KMS This API is used to Go debug
Access Point List ListAccessPoint query an access point.
Enabling an hcloud KMS This API is used to Go debug
Access Point EnableAccessPoint | enable an access
point.
Disabling an hcloud KMS This API is used to Go debug
Access Point DisableAccessPoin | disable an access
t point.
Deleting an hcloud KMS This API is used to Go debug

Access Point DeleteAccessPoint

delete an access point.
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=DisableAccessPoint
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=DeleteAccessPoint
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2 CLI Command Reference

APl Name Command Description Operation
Downloading an hcloud KMS This API is used to Go debug
custom access DownloadAccessP | download an custom
point private key | ointPrivateKey access point private
key
Creating a Key hcloud KMS This API is used to Go debug
Policy CreateKeyPolicy create a key policy.
Obtaining the Key | hcloud KMS This API is used to Go debug
Policy List ListKeyPolicy obtain the key policy
list.
Querying a Key hcloud KMS This APl is used to Go debug
Policy ShowKeyPolicy query a key policy.
Deleting a Key hcloud KMS This API is used to Go debug
Policy DeleteKeyPolicy delete a key policy.
Updating a Key hcloud KMS This API is used to Go debug
Policy UpdateKeyPolicy | update a key policy.
Creating a Key hcloud KMS This API is used to Go debug
Capsule CreateDatakeyCap | create a key capsule.
sule
Decrypting a Key | hcloud KMS This API is used to Go debug
Capsule DecryptDatakeyCa | decrypt a key capsule.
psule
Small-size data encryption and decryption
APl Name Command Description Operation
Re-encryption hcloud KMS Decrypt the ciphertext | Go debug
ReEncrypt using the source key
and then use a
specified key for
encryption.
2.2 Managing SSH Key Pairs
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=DownloadAccessPointPrivateKey
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=CreateKeyPolicy
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=ListKeyPolicy
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=ShowKeyPolicy
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=DeleteKeyPolicy
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=UpdateKeyPolicy
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=CreateDatakeyCapsule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=DecryptDatakeyCapsule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KMS/cli?api=ReEncrypt

Data Encryption Workshop (DEW)
CLI Reference

2 CLI Command Reference

2.2.1 CLI Command Reference

Key Pair Management

APl Name Command Description Operation
Querying the SSH | hcloud KPS Querying the SSH Key | Go debug
Key Pair List ListKeypairs Pair List
Creating and hcloud KPS Creating and Go debug
Importing an SSH | CreateKeypair Importing an SSH Key
Key Pair Pair
Querying SSH Key | hcloud KPS Querying SSH Key Go debug
Pair Details ListKeypairDetail | Pair Details
Deleting an SSH hcloud KPS This APl is used to Go debug
Key Pair DeleteKeypair delete an SSH key

pair.
Updating SSH Key | hcloud KPS This API is used to Go debug
Pair Description UpdateKeypairDe- | update the description

scription of an SSH key pair.
Accessing the hcloud KPS Import the private key | Go debug
page for ImportPrivateKey | to the specified key
importing private pair.
keys
Exporting a hcloud KPS Export the private key | Go debug
private key ExportPrivateKey | of a specified key pair.
Accessing the hcloud KPS Clear the private key Go debug
page for clearing | ClearPrivateKey of the SSH key pair.
private keys
Import SSH Key hcloud KPS Import SSH key pairs | Go debug
Pairs in Batches. BatchimportKeypa | in batches. A
ir maximum of 10 SSH

key pairs can be

imported at a time.
Exporting private | hcloud KPS Exporting private keys | Go debug
keys of key pairs BatchExportPriva- | of key pairs in
in batches. teKey batches. A maximum

of 10 records can be

exported at a time.
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=ListKeypairs
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=CreateKeypair
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=ListKeypairDetail
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=DeleteKeypair
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=UpdateKeypairDescription
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=ImportPrivateKey
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=ExportPrivateKey
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=ClearPrivateKey
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=BatchImportKeypair
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=BatchExportPrivateKey
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Key pair task management

2.3 CSMS

APl Name Command Description Operation
Binding an SSH hcloud KPS Binds an SSH key pair | Go debug
Key Pair AssociateKeypair | to a specified VM.
(The private key of
the SSH key pair for
the VM is required if
you want to replace
the key pair, but not
required if you want
to reset the key pair.)
Unbind an SSH hcloud KPS Unbinds an SSH key Go debug
Key Pair DisassociateKey- pair from a specified
pair VM and restores SSH
password login.
Querying Task hcloud KPS Queries the execution | Go debug
Information ListKeypairTask status of the current
task based on the task
ID returned by the
SSH key pair API.
Querying Task hcloud KPS Queries information Go debug
Failure ListFailedTask about failed tasks,
Information such as binding and
unbinding tasks.
Delete all failed hcloud KPS Deletes information Go debug
tasks DeleteAllFailed- about failed tasks.
Task
Delete a failed hcloud KPS Deletes failed tasks. Go debug
task DeleteFailedTask
Querying Running | hcloud KPS Queries running tasks. | Go debug
Tasks ListRunningTask
Binding SSH Key hcloud KPS This interface is used | Go debug
Pairs in Batches BatchAssociateKey | to bind new SSH key
pair pairs to specified VMs

in batches.
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=AssociateKeypair
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=DisassociateKeypair
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=ListKeypairTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=ListFailedTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=DeleteAllFailedTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=DeleteFailedTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=ListRunningTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/KPS/cli?api=BatchAssociateKeypair
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2.3.1 CLI Command Reference

Lifecycle Management

Scheduled Secret
Deletion Task

RestoreSecret

deletion task is
canceled, and the
secret object is
restored to the
available state.

APl Name Command Description Operation
Creating a Secret | hcloud CSMS You can create a Go debug
CreateSecret secret and store its
value in its original
version.
Querying the hcloud CSMS This API is used to Go debug
Secret List ListSecrets query all secrets
created by the current
user in the current
project.
Querying a Secret | hcloud CSMS This APl is used to Go debug
ShowSecret query information
about a specified
secret.
Updating a Secret | hcloud CSMS Updates the metadata | Go debug
UpdateSecret of a specified secret.
Deleting a Secret | hcloud CSMS The specified secret is | Go debug
Immediately DeleteSecret deleted immediately
and cannot be
restored.
Restoring a Secret | hcloud CSMS Restore the secret Go debug
Object UploadSecretBlob | object by uploading
the secret backup file.
Downloading hcloud CSMS Download the backup | Go debug
Secret Backup DownloadSecretBl | file of a specified
ob secret.
Creating a hcloud CSMS Specify the deletion Go debug
Scheduled Secret | DeleteSecretFor- delay time and create
Deletion Task Schedule a scheduled task for
deleting secrets. You
can set the deletion
delay time to 7 to 30
days.
Canceling a hcloud CSMS The scheduled secret | Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=CreateSecret
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListSecrets
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ShowSecret
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=UpdateSecret
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=DeleteSecret
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=UploadSecretBlob
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=DownloadSecretBlob
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=DeleteSecretForSchedule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=RestoreSecret
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APl Name

Command

Description

Operation

Rotating a Secret

hcloud CSMS
RotateSecret

Executes rotation Go debug

secrets immediately.
Creates a new secret

version in the

specified secret to
encrypt and store

secret values

randomly generated
in the background. At
the same time, the
newly created secret
version is marked as

SYSCURRENT.

Import secrets in
batches

hcloud CSMS
BatchlmportSecret
s

Import secrets in Go debug

batches.

Secret Version Management

APl Name

Command

Description

Operation

Updating the
Secret Version

hcloud CSMS
UpdateVersion

Currently, the validity | Go debug

period of a specified
secret version can be
updated. Only secrets
in the ENABLED state
can be updated. If the

associated

subscription events
contain the basic
event type Version
Expiration, only one
event notification is
triggered each time
the version validity
period is updated.

Querying the
Secret Version
and Value

hcloud CSMS
ShowsSecretVersio
n

This APl is used to Go debug

query information
about a specified
secret version and
plaintext secret values
in the version. Only

secrets in the

ENABLED state can be

queried.
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=RotateSecret
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=BatchImportSecrets
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=UpdateVersion
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ShowSecretVersion
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CLI Reference 2 CLI Command Reference

Secret Version Status Management

APl Name Command Description Operation
Updating the hcloud CSMS Update the version Go debug
Version Status of | UpdateSecretStag | status of a secret.
a Secret e
Querying the hcloud CSMS Queries the version Go debug
Version Status of | ShowSecretStage | information of a
a Secret specified secret
version status flag.
Deleting the hcloud CSMS Deletes the status of a | Go debug
Version Status of | DeleteSecretStage | specified secret
a Secret version.
Secret Tag Management
APl Name Command Description Operation
Querying a Secret | hcloud CSMS This API is used to Go debug
Instance ListResourcelnstan | query secret instances.
ces Filters user secret by
tag and returns the
secret list.
Adding or hcloud CSMS This API is used to Go debug
Deleting Secret BatchCreateOrDe- | add or delete secret
Tags in Batches leteTags tags in batches.
Querying Secret hcloud CSMS This API is used to Go debug
Tags ListSecretTags query secret tags.
Querying Secret hcloud CSMS Add a secret tag. Go debug
Tags CreateSecretTag
Deleting a Secret | hcloud CSMS This API is used to Go debug
Tag DeleteSecretTag delete a secret tag.
Querying Project | hcloud CSMS This APl is used to Go debug
Tags ListProjectSecret- | query all secret tags
sTags of a user in a specified
project.
User Management
APl Name Command Description Operation
Query user list hcloud CSMS Query user list Go debug
ListUsers
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=UpdateSecretStage
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ShowSecretStage
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=DeleteSecretStage
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListResourceInstances
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=BatchCreateOrDeleteTags
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListSecretTags
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=CreateSecretTag
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=DeleteSecretTag
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListProjectSecretsTags
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListUsers
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2 CLI Command Reference

Event Management

APl Name Command Description Operation
Show user detail hcloud CSMS This interface is used Go debug
ShowUserDetail to query user details
based on the user id.
Changing User hcloud CSMS Changing a User Go debug
Password UpdateUserPassw | Password.
ord
APl Name Command Description Operation
Creating an Event | hcloud CSMS Creates an event that | Go debug
CreateSecretEvent | can be configured on
one or more secret
objects. When an
event is enabled and
the basic event type
contained in the event
is triggered on the
secret object, the
cloud service sends
the corresponding
event notification to
the notification topic
specified by the event.
Querying the hcloud CSMS This APl is used to Go debug
Event List ListSecretEvents query all events
created by the current
user in the project.
Querying Events hcloud CSMS This API is used to Go debug
ShowSecretEvent | query information
about a specified
event.
Update an Event | hcloud CSMS This API is used to Go debug

UpdateSecretEven
t

update the metadata
of a specified event.
Metadata that can be
updated includes the
event enabling status,
basic type list, and
notification topic.
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ShowUserDetail
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=UpdateUserPassword
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=CreateSecretEvent
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListSecretEvents
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ShowSecretEvent
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=UpdateSecretEvent
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Secret Rotation Management

Grants Management

APl Name Command Description Operation
Deleting an Event | hcloud CSMS The specified event is | Go debug
Immediately DeleteSecretEvent | deleted immediately

and cannot be

restored. If an event is

referenced by a secret,

the event cannot be

deleted. Disassociate

the event from the

secret first.
Querying hcloud CSMS Query all event Go debug
Triggered Event ListNotification- notification records
Notification Records that have been
Records triggered in the last

three months.
APl Name Command Description Operation
Query the task hcloud CSMS Query the task list. Go debug
list. ListSecretTask
Create a service hcloud CSMS Create a service Go debug
agency. CreateAgency agency. Used to create

secret management

Service-related

agencies and

FunctionWorkflow-

related agencies.
Show agencies. hcloud CSMS Show agencies. Go debug

ShowAgency
Obtains the secret | hcloud CSMS Obtains the secret Go debug
rotation function | ShowSecretFuncti | rotation function
template. onTemplates template.
APl Name Command Description Operation
Grants List hcloud CSMS Grants List Go debug
ListGrants

Update Grants hcloud CSMS Update Grants Go debug

UpdateGrant
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=DeleteSecretEvent
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListNotificationRecords
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListSecretTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=CreateAgency
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ShowAgency
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ShowSecretFunctionTemplates
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListGrants
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=UpdateGrant

Data Encryption Workshop (DEW)
CLI Reference
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Password Management

Secret version management

Secrets Checking Management

Incoming Secret

Secret.

APl Name Command Description Operation
Create Grants hcloud CSMS Create Grants Go debug
CreateGrants
Delete Grant hcloud CSMS Delete Grant Go debug
DeleteGrant
APl Name Command Description Operation
Generating a hcloud CSMS Generate Random Go debug
Random Password | GenerateRandom | Password
Password
APl Name Command Description Operation
Creating a Secret | hcloud CSMS Creates a new secret Go debug
Version CreateSecretVer- version in the
sion specified secret to
encrypt and keep the
new secret value. By
default, The latest
secret version in
SYSCURRENT state.
The previous version is
in the SYSPREVIOUS
state. You can
overwrite the default
behavior by specifying
the VersionStage
parameter.
Querying the hcloud CSMS This API is used to Go debug
Secret Version List | ListSecretVersions | query the version list
of a specified secret.
APl Name Command Description Operation
Check the Secret hcloud CSMS Check the Secret Go debug
Strength of CheckSecrets Strength of Incoming
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=CreateGrants
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=DeleteGrant
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=GenerateRandomPassword
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=CreateSecretVersion
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ListSecretVersions
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=CheckSecrets
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APl Name Command Description Operation
Get the Secrets hcloud CSMS Get the Secrets Go debug
Checking ShowSecretsConfi | Checking
Configuration for | g Configuration for a
a Tenant Tenant.
Update the hcloud CSMS Update the Secrets Go debug
Secrets Checking UpdateSecretsConf| Checking
Configuration for | ig Configuration for a
a Tenant Tenant.
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=ShowSecretsConfig
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CSMS/cli?api=UpdateSecretsConfig
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